NATIONAL LAW UNIVERSITY ODISHA
JOINTLY WITH
CYBERLAW UNIVERSITY

Presents

Online Certificate Course on

Cyber Law and Cyber Security

STARTING FROM SEPTEMBER 1ST, 2022




About NLUO

The National Law University Odisha (NLUO) was established by the Act IV of 2008 of the State of
Odisha. In a span of fourteen years, the University has made a name for itself by earning laurels
with excellent performance by its students in various moot courts, literary, debating competitions
and other cocurricular activities. Our faculty has consistently produced very high-calibre research.
Faculty articles in a number of prestigious international journals reflect their quality scholarly work
and domain expertise.

Our demanding academic standards and supportive learning environment give students a
platform to reach to the fullest of their potential and advance in their areas of interest and passion.
The University is also an associate member of the UGCINFLIBNET, and a participant in the
National Knowledge Network under the Ministry of Information Technology and Communications,
Government of India. The University has been accredited with 'A' Grade by National Assessment
and Accreditation Council (NAAC). The National Law University of Odisha, also known as NLU
Odisha, has been ranked at number 6 under the 'Top 10 Emerging Colleges’ (Law) category in the
India Today’s Best Colleges Rankings of 2021.




About CyberLaw University

Cyberlaw University is an online university devoted solely to the study of cyber law and
associated legal matters. The goal of Cyberlaw University is to offer a variety of programmes and
certifications that will increase participants' knowledge of the law with respect to cyberspace, the
Internet, and the World Wide Web. Cyberlaw University is dedicated to provide various courses
with the up-to-date information on constantly evolving legal issues affecting computers,
computer systems, computer networks, communication devices, as well as data and information
in the electronic format. The areas of study dedicated to Cyber law and several related growing
disciplines, such as Cybercrime Law are the emphasis of this online educational platform. The
courses that Cyberlaw University offers are a unique blend of academics, practical nuances and
cutting-edge issues covering those areas that have not yet been addressed by the current

curricula of any other law school or law university.

About the Course

NLUO jointly with the Cyberlaw University presents “Online Certificate course on Cyber Law and
Cyber Security.” This course will cover a diversified arena connected to intellectual property rights,
artificial intelligence law, block chain technology etc. This programme has been conceptualized,
designed and developed by Dr. Pavan Duggal, Advocate, Supreme Court of India and the
Honorary Chancellor, Cyberlaw University. The duration of the Cyber law certificate course will be
2 months. The course will include recorded video lectures and live online classes. The course will
include recorded video lectures, live online classes and live doubt clearing sessions.




Objectives of the Course

The objectives of the course are:

e To provide a holistic view of the practical aspects of global Cyber Law and
Security.

e To impart knowledge about security breaches and frauds.

e To teach about emerging trends in Cyber Law jurisprudence.

e To help participants gain insights on the various provisions that countries
around the world have in place for cyber crimes and other aspects of Cyber
Law.

e To provide a perspective on the legal ramifications of different activities on
the World Wide Web.

Learning Outcomes of the Course

On the completion of the course, the participants will be able:

e To have more nuanced knowledge of different Cyber laws around the globe and the varied
approaches that countries take to regulate the Cyberspace.

e To get a more sensitized view on the latest emerging elements of Cyber law and cyber
security jurisprudence across the world.

e To get a holistic view pertaining to the legal, policy and cyber security ramifications of the
cyberspace.

e To benefit from the well- crafted pedagogy employed in the course and the practical nature
of the same.

e To tackle inevitable challenges that may emerge in the cyberspace.

e To evaluate the effects of COVID-19 on the Cyberspace and how this has altered the
jurisprudence surrounding Cyber laws.




Syllabus of the Cyberlaw &

Cyber Security Course

e Section | — Introduction on Cyberspace and Cyber law

e Section Il - Cyberspace legal challenges

e Section lll - Intermediary liability and Cyber law for
corporate

e Section IV - social media and emerging challenges

e Section V — Cybercrime regulation

e Section VI - Cybercrimes in the banking sector

e Section VII - Cybercrime investigations and cyber

forensics

e Section VIII — Consumer protection and digital
ecosystem

e Section IX — Artificial Intelligence and legal challenges

e Section X — Artificial Intelligence and legal regulation

e Section X| — Cyber security breaches and regulation

e Section Xll — Cyber Security and Critical Information
Infrastructure protection

e Section Xlll — Cyber security and legal challenges

e Section XIV — Data protection legal framework in India

e Section XV — Doubt clearing session

e Section XVI - Conclusion




DETAILS OF THE COURSE

DURATION

ELIGIBILITY

MEDIUM

MODE

EVALUATION
& CERTIFICATE

2 MONTHS

ANYONE WHO HAS PASSED 12TH FROM
CBSE OR POSSESSES EQUIVALENT
QUALIFICATION

ENGLISH
ONLINE

ALL THE CANDIDATES REGISTERING FOR
THE CERTIFICATE COURSES ARE REQUIRED
TO COMPLETE ALL THE MODULES AS
WELL AS SUBMIT A RESEARCH PAPER
ONLINE, WHICH WILL BE EVALUATED
BEFORE HE/SHE CAN GET THE
CERTIFICATE OF THE SAID COURSE.

Registration deadline: 28th August 2022
Registration Fees: INR 10,000/-




Payment of the fee and filling-up application form

online

1. ONLINE PAYMENT

The prescribed fee for the course shall be payable though SBI Collect gateway, steps

for the same are mentioned below:

Step 1) Click on the URL - https://www.onlinesbi.sbi/sbicollect/icollecthome.htm
Step 2) Click Check Box to proceed for payment.

Steps 3) Under “State of Corporate / Institution” select “Odisha” from the drop-
down menu.

Step 4) Under “Type of Corporate / Institution” select “Education Institute” from the
drop-down menu and click on “GO”.

Steps 5) Under “Educational Institutions Name” select “NATIONAL LAW
UNIVERSITY ODISHA” from the drop-down menu and click on “Submit” button.
Step 6) Select Payment Category “Registration for Seminar and Events”.Furnish
required details and make payment.

Step 7) Download the SBI Collect Receipt.

Fee once paid shall not be refunded.

Generation of Fee Receipt

Online fee receipt will be generated once the payment is processed

successfully. You are required to upload this fee receipt while filling up

the online Application form.



https://www.onlinesbi.sbi/sbicollect/icollecthome.htm

2. Filling up and submission of Application Form Online

After successful online payment of fee, the participant to fill the online Application
Form by clicking on this link: https://forms.gle/6rVEmMIi2kSGpuEot9 ; and upload

the fee receipt at respective column therein; and finally submit the form online.

FOR ANY QUERY, MAIL US TO CLDC@NLUO.AC.IN

FACULTY
ADVISORS

e Ms. Sonal Singh, Assistant Professor of Law, NLUO- sonal@nluo.ac.in
e Mr. Udit Narayan Mishra, Research Associate -cum-Teaching Assistant, NLUO- udit@nluo.ac.in
e Ms. Athena Solomon K., Research Associate -cum-Teaching Assistant, NLUO- athena@nluo.ac.in

STUDENT
VOLUNTEERS

Mr. Ishan Aryan - 9572892059

Mr. Abhishek Pandey - 9455506346
Ms. Parineeta Veer -7497029445
Mr. Kartik Shukla -7753976243



https://forms.gle/6rVEmMi2kSGpuEot9

